MAMSITKA JIJISI OBYYAIOIMUXCSI Ob UH®OPMAIIMOHHON
BE3OINACHOCTHU JETEN
HEJIb34
1. Bcem noapsia coo0maTth CBOKO YaCTHYIO HHGOPMAIIUIO (HACTOSIINE UM,
damummio, TenedoH, aapec, HoMep MKOJbI, a Takke GoTorpaduu CBOH,
CBOEH CEMBU U JIpy3ei);
2. OTKpbIBaTh BIIOKEHHBIE (DAMIIBI 2JIEKTPOHHOM MOYTHI, KOT/1a HE 3HACIIIb
OTIPABUTEIIS;
3. I'pyOuTth, npuaupaThCs, OKa3bIBaTh JABJICHUE - BECTU CEOS1 HEBEKIIMBO U
arpecCcuBHO;
4. He pacniopspkaiicst JeHbraMu TBOEH ceMbU 0€3 pa3pelieHus CTapuux -
BCErJla CpalinBai poauTeIIeH;
5. He Bctpeuaiicsa ¢ UHTEpHET-3HAKOMBIMU B PEAIBHOM KU3HU - TIOCOBETYMHCS
CO B3pPOCJBIM, KOTOPOMY JOBEPSICLIb.
OCTOPOXHO
1. He Bce numyt npaBay. Yuraems o cede Henpasny B MIHTepHETE - coO0IIH
00 3TOM CBOMM POJMTEISIM WUJIU OTIEKYHAM;
2. IlpurnamaioT nepenuchBaThCs, UTPaTh, OOMEHUBATHCS - TPOBEPH, HET JIU
IIOJIBOXA,;
HezakonHoe konupoBanue (aiinos B IHTepHETE - BOPOBCTBO;
Bcerna pacckaspiBaii B3pociibIM 0 IIpo0OieMax B CETU - OHU BCETa IOMOT'YT;
Ncnonp3yit HaCTpOUWKU O€30MaCHOCTH U MTPUBATHOCTH, YTOOBI HE TIOTEPATH
CBOM aKKayHTHI B COLICETSIX U APYIHX MOpTajax.
MOXXHO
YBaxail Ipyrux mojab30BaTelIei;
[Tonp3yembest THTEpHET-UCTOYHUKOM - JIeJall CChUIKY Ha HETO;
OTKpbIBail TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;
OO61maTbest 3a TOMOIIBIO B3POCIBIM - POAUTEINN, ONIEKYHBI M aIMUHUCTpALUs
CalTOB BCET/IAa IOMOTYT;
5. Ilpoitnu oOydenue Ha caiite "CeTeBUUOK" U MOTY4YH MacnopT Hu(poBoro
rpakIaHuHa!
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C KaXXZIbIM TOJIOM MOJIOJICKH B UHTEPHETE CTAHOBUTHCS OOJIBINE, & ITKOJIHHUKA
OJIHY U3 CaMbIX aKTHUBHBIX NOJIb30BaTene Pynera. Mexay TeM, IOMUMO OTPOMHOTO
KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U MPOOJIEMBI. DTa MaMsATKa JOJKHA
moMo4b TeOe 6€30MmacHO HaXOIUThCS B ceTH. KoMmbIOTepHBIE BUPYCHI

KomMmmproTepHslii BUpYC — 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX MPOTrpPaMm,
OTJIMYUTENBHOU OCOOCHHOCTHIO KOTOPOM SIBISIETCS CIOCOOHOCTh K pa3MHOXKEHHIO. B
JOTIOJTHEHUE K 3TOMY, BUPYCHl MOTYT MOBPEAUTHh WM TMOJHOCTHIO YHUUYTOXUTH BCE
daiinpl ¥ JaHHBIE, MOAKOHTPOJBHBIE MOJB30BATEN0, OT HMMEHHM KOTOpPOro Oblia
3amyllieHa 3apa)K€HHas IpOorpamMMma, a TakKe IOBPEINUTh WM JaXe YHUYTOXKUTH
OMEpallMOHHYI0 CUCTEMY CO BceMH (paiiiamu B 1eiaoM. B OonblIMHCTBE cilydaeB



pacupoCTpaHsIOTCS BUPYChl 4Ye€pe3 HHTEpHET. MeTonabl 3alMThl OT BPEJOHOCHBIX
porpamm:

1. Hcnonb3yil COBpEMEHHBIE ONEPAMOHHBIE CUCTEMBI, UMEIOLIUE CEPhE3HBIN
YPOBEHb 3aLIUTHI OT BPEIOHOCHBIX MPOrPaMM;

2. IlocrossuHO ycTaHaBnuBal mauyTd (MUGPOBBIE 3allIaTKU, KOTOpPHIE
ABTOMAaTUYECKU
YCTaHABJIMBAIOTCS C LIEJbIO 10PaOOTKU MPOTrpaMMBbl) U Ipyrue 0OHOBIICHUS
cBOei omepalmoHHOM cucTtembl. CKauuMBal UX TOJIBKO € O(UIIMATBHOTO
caita pazpadotunka OC. Ecam cymiecTByeT peKMM aBTOMAaTUYECKOIO
O0OHOBJIEHUSI, BKIIIOUHU €T0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpE IO/ MpaBaMH IIOJIb30BATENd, a HE
aJIMMHUCTPATOpa. ITO HE MO3BOJIUT OOJIBILINHCTBY BPEIOHOCHBIX POTrpaMM
MHCTaJUIMPOBATHCA HA TBOEM MEPCOHATILHOM KOMITBIOTEPE;

4. Vcnonp3yld  aHTUBHPYCHBIE  MPOTrpaMMHBIE  MPOAYKTHl  M3BECTHBIX

MIPOU3BOAUTEIIEH, C aBTOMATHYECKUM OOHOBJIEHUEM 0a3;

Orpannub pU3NUECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;
Hcnons3yil BHENIHUE HOCHUTENM MH(OpMAIUMU, Takue Kak (ienika, JUCK
WM (paiil U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

/. He oTkppiBail KOMIIbIOTEpHBbIE (Daiijibl, MOJYYEHHbIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te ¢haiiibl, KOTOphIE MPHUCaN TBOM 3HAKOMBIHN. Jlyure
YTOYHH y HETO, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - aT0 He BHJI mepedadd AaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIL OpEHI,
Mmapka. Emie B 1991 rony Hunepianackas komnanus 3aperucrpuponaina openg "WECA™,
yro o0o3Hayanmo cioBocodyeranue "Wireless Fidelity", koTopwlii mepeBOIUTCS Kak
"GecrnpoBOHAS TOYHOCTH".

Jlo Hamero BpeMeHu Jloluia Apyras ab0peBuaTypa, KoTopas sBISeTCS TaKO ke
TexHoyorueit. Oto abopeuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO TaHO C HAMEKOM Ha
CTaHIapT BbICIICH 3BykoBoW TexHuku Hi-Fi, 4to B mepeBoje o3Hayaer "BBICOKas
TOYHOCTB .

o o

Jla, OecrimaTHBIN UHTEPHET-IOCTYN B Kae, OTeNsIX U adpornopTax sSBIsSETCS
OTJINYHOM BO3MOKHOCTBIO BhIXOJIa B MHTepHET. HO MHOTHE AKCIEPTHI CUUTAIOT, UTO
obmenoctynusie Wi-Fi cetn He siBisiroTcst 0e3omacHbiMHA. COBETHI 110 0€3011aCHOCTH
paboTsl B 00menoctynHbix cetsax Wi-fi:

1. He nepenaBaii cBOtO JHuHYI0 HHPOpManuio yepe3 odmenoctynasie Wi-Fi cetn.
PaboTast B HUX, KeJlaTeabHO HE BBOAWTH MAPOJU JTOCTYIA, JIOTHHBI U KaKUE-TO
HOMEDA;

2. Ucnonw3yit u 0OHOBIISI aHTUBUPYCHBIC MPOTpaMMbl B OpanaMayep. Tem cambiM
ThI 00€30MacHIIlb ce0sl OT 3aKaYKU BUPYyca Ha TBOE YCTPONCTRO;

3. Ilpu ucnons3oBanuu Wi-Fi otkimoun ¢yskiuo "OOmmit moctyn k (daiaam u
npuntepam". JlaHHas (YHKIMS 3aKpbITa MO yYMOJTYAHHUIO, OJIHAKO HEKOTOPHIE
MI0JIb30BATENIM aKTUBUPYIOT €€ AJIs1 yI00CTBa HCIIOIb30BaHMsI B paboTe WK yueoe;



4. He ucnonwsyit myomuunsnii WI-FI 15 nepenaun aMuHbIX JaHHBIX, HAIPUMEP IS
BBIX0/Ia B COI[MAJIbHBIE CETU WM B 3JIEKTPOHHYIO IMOUTY;

5. HUcnonb3yit Tonbko 3amuiiennoe coeaunenue uepe3 HTTPS, a ue HTTP, T.e. mpu
Habope BeO-aapeca BBoaM uMeHHO "https://";

6. B MoOwipHOM Tenedone otkmoun Qynknuto "Tlogkimrouenue k- Wi-Fi
aBToMatnuecku'. He nmomyckail aBTOMaTUYECKOTO MOAKIIOUEHHS! YCTPOUCTBA K
cersm Wi-Fi 6e3 TBoero cornacusi.

CoumnajabHbIe CeTH
CouuanbHble CETH aKTUBHO BXOJST B HAlly >KU3Hb, MHOTHE JIIOJU pabOTAIOT U
KHMBYT TaM IMOCTOsIHHO, a B Facebook yxe 3apeructpupoBaH MuILTHAp;] 4€I0BEK, YTO
ABJISIETCSI OJTHOM CelIbMOM BCeX JKUTENeW MiaHeTbl. MHOrue TOJIb30BaTel HE
MOHMMAIOT, 4TO MH(pOpPMaLUs, pa3MELICHHAs] UMU B COLIMAIBHBIX CETSAX, MOXKET ObITh
HaliJleHa M MCIOJIb30BaHa KEM YTOJHO, B TOM YHCIE HE 00sA3aTeNbHO C OJarumMu
HaMEPEHUSIMHU.
OcCHOBHBIE COBETHI IO O€30MACHOCTH B COLIMAIBHBIX CETSIX:
1. Orpanuub COUCOK Japy3eil. Y Te0s B APY3bsX HE JOJIKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIFOJICH;
2. 3amminaii CBOIO YacTHYIO *KU3Hb. He yka3eiBaii maponwm, TenedoHsl, aapeca,
JaTy TBOETO POKJEHUA U APYTYIO JINYHYIO UH()OpMaLUIO.
3710yMBIIIJIEHHUKH MOTYT MCIIOJIb30BaTh Jake HHPOPMAIIUIO O TOM, KaK ThI
Y TBOM POAMTEIIN IUIAHUPYETE IPOBECTH KAaHUKYJIBL;
3. 3amuiaii CBOI peryTaiuio - IepKU €€ B YHUCTOTE U 3a7aBaii cede BOIpoc:
XOTeJ OBl Thl, YTOOBI APYTUE MOIB30BATENN BUJIENH, UTO ThI 3arpy’Kaeiib?
[Tonymail, npexxie 4eM 4To-To OIMyOJIMKOBATh, HAIIMCATDh U 3arPy3UTh;
4. Ecnu Thl TOBOPUIIH C JIFOJAbMH, KOTOPBIX HE 3HAElllb, HE UCIIOJIb3YH CBOE
peanbHOE UMSI U IPYTYIO JIMYHYIO MH(DOpMALMU: UMS, MECTO JKUTEIbCTBA,
MECTO y4eObl U IPOYEE;
5. M306eraii pasmenienus pororpaduii B IHTepHeTe, T11e Thl ©1300paXxeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEJEIUTh TBOE MECTOIOJIOKEHHE;
6. Ilpu peructpamnuu B COIMATBHON CETH HEOOXOAMMO HCTIOIH30BAThH
CJIOHBIE MMAPOJIH, COCTOSIINE U3 OYKB U LU(]P U C KOIMUECTBOM 3HAKOB HE
MEHee 8;
7. Jlymst conuanbHOM CETH, TOYTHI U IPYTUX CAUTOB HEOOXOIUMO HCTIOIB30BATh
pasHble nmapoiu. Toraa ecinu Te0s B3JIOMAIOT, TO 3JI0yMbIIIEHHUKA
MOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.
JJIeKTPOHHBIE IeHbIH

DJIeKTPOHHBIE JEHBI'M — H3TO OYEHb YJAOOHBIM CIOCOO IUIATEeXKEH, OIHAKO
CYIIIECTBYIOT MOIIIEHHUKH, KOTOPHIE XOTAT MOJYYUTh 3TH JICHbTH.

DIIEKTPOHHBIC JCHBIU TIOSIBUIMCH COBCEM HEIaBHO M MMEHHO H3-3a DTOrO BO
MHOTHX TOCYAapCTBax 0 CHX MOp HE IMPOIHUCAHO PO HUX B 3aKOHAX.

B Poccum sxe oHM (YHKITMOHUPYIOT M O HUX YK€ IPOIKMCAHO B 3aKOHE, TJIe MX
pa3zessaoT Ha HECKOJBKO BHJIOB - aHOHUMHBIC M HE aHOHHWMHBIE. Pa3HHIIA B TOM, 4TO
AHOHMMHBIE — O3TO T, B KOTOPBHIX pa3periacTcs MPOBOAUTH oOIepanuu 0e3



UACHTU(UKAIIMK TIONH30BATENs, @ B HE AHOHUMHBIX HACHTU(UKALMSA TOJIb30BATENS
ABJISIETCS 00SA3aTEIbHOM.

Taxxe crnegyer pa3nuuaTh AJIEKTPOHHbIE  (UATHBIE JEHBIM  (paBHBI
rOCy/lapCTBEHHBIM BalllOTaM) U DJJIGKTPOHHbIE HedUaTHBIE JCHBIU (HE pPAaBHbBI
roCyJAapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 10 O6€30MacHO paboTe ¢ ANEKTPOHHBIMU JICHbIraMU:

1. TpuBsku K cueTy MOOMIBHBIN TenedoH. ITo camMblil yIOOHBIN U OBICTPHII
CH0c00 BOCCTAaHOBUTH AOCTYM K cueTy. [IpuBsi3aHHbIN TenepOH NOMOXKET,
eciu 3a0y/IelIb CBOM MIIATEeKHBIN MapoJib UK 3aiiJIelIh Ha CallT C
HE3HAKOMOTO YCTPOWCTBA,

2. Wcnonw3yit oqHopa3oBsle napoiu. [locie nepexoa Ha yCHIIEHHYIO
aBTOPU3ALIMIO TeOe yxkKe HEe OYJeT yrpoKaTh OMACHOCTh KPayKu WIIN
nepexsaTa IMIaTeXHOro napoJis;

3. Bribepu cnoxubiit maposns. [Ipectynmaukam OyaeT He IpOCTO yraaaTh
CJIOKHBIN Maponb. Hagexupie napoau - 3T0 mapoiau, KOTOPbIE COAEPKAT HE
MEHee § 3HAKOB U BKJIIOYAIOT B c€051 CTPOYHBIE U MPONKUCHBIE OYKBBI,
uM(dpbl 1 HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK JloJu1apa, PyHTa,
BOCKJIMIIATENIbHBIN 3HaK U T.1. Hampumep, $tRONG!;;

4. He BBOAM CBOM JTUYHBIEC JaHHBIE HA CaliTaXx, KOTOPHIM HE JOBEPSICILIb.

DJIeKTPOHHAs MOYTA
DNEeKTpOHHAsl MOYTa — 3TO TEXHOJIOTHS M MPEAOCTaBIIEMbIE €10 YCIYTH IO
NEPEChUIKE U TOJYYEHHUIO 3JIEKTPOHHBIX COOOILIEHUH, KOTOpBIE pPACIPEAENsoTCs B
KOMIBIOTEPHON ceTH. OOBIYHO 3JEKTPOHHBIM MOYTOBBIA SIIUK BBITJISIUT CIEAYIOLIUM
o0Opa3oM: UMsI_IOJIb30BATENA(@UMS_j1oMeHa. Takke KpoMme Mepeadu IpocToro TeKCTa,
MMeeTCs BO3MOXKHOCTh NepeiaBaTh (aitinbsl. OCHOBHBIE COBETHI IO 0€30MacHoi paboTe ¢
AIEKTPOHHOM MTOYTOM:

1. Hago BbIOpaTh mNpaBUJIbHBIA MOYTOBBIA cepBUC. B uHTEpHETE ecTh
OTPOMHBIA BBIOOp OECIUIATHBIX MOYTOBBIX CEPBHUCOB, OJHAKO Jydlle
JOBEPATH TEM, KOTO 3HAEIIb, U KTO NIEPBBIN B PEUTHHIE;

2. He yxa3biBail B IMuHOM moyTe JMuHyto uHbopmanuto. Hanpumep, myuiie
BbIOpaTh "My3bIKaIbHbIN _(hanat@" nmm "pok2013" BmecTo "Temal3";

3. Hcnonb3yit NBYyXdTanmHyl0 aBTOpU3AlMIO. JTO KOI/Aa IMOMHUMO Mapojs
HY>KHO BBOJIUTb KOJI, MpUChUTaeMblii 1o SMS;

4. BpIOepH CIIOKHBIN Mapoib. [l KaXa0ro MoYTOBOIO SITUKA JOJDKCH OBITh
CBOM HAJIC)KHBIN, yCTOMYMBBIN K B3JIOMY [1apOJIb;

5. Ecniu ecTh BO3MOXXHOCTh HamucaTb CaMOMY CBOM JIMYHBIM BOIPOC,
HCIIOJIBb3YH OTY BO3MOKHOCTB;

6. Mcnonb3yli HECKOJBLKO TIOYTOBBIX SIIMKOB. I[lepBblii mJisi 4acTHOM
NEPENUCKU C aJapecaramMH, KOTOPBIM Tbl JOBEpSCHIb. JTO JJIEKTPOHHBIN
ajZipec He HaJ|0 UCIO0JIb30BaTh IPU PETUCTPALIMU HA (OpYyMaxX U CalTax;

/. He oTkpblBail (ailyibl U Apyrue BIOKEHHUsSI B MHUCHbMAaX, AK€ €CIU OHU
OPULUIA OT TBOUX JIpy3ei. Jlydllle yTouHM y HUX, OTIPABJISIIN JIU OHU TeOe
9TH (aiIbl;



8. Ilocne okoH4yanust paOOTHl Ha TOYTOBOM CEPBHCE NEPE] 3aKPHITUEM
BKJIQJIKU C CATOM He 3a0y/1b Ha)KaTh Ha "BeiiT".

KuoepOyjimHr ujim BUPTyaJbHOE H3/1€BATEIbCTBO
KuGepOymuHr - mpecienoBaHue COOOIMICHUSIMH, COJIEPKALIMHI OCKOPOICHHUS,
arpeccuro, 3allyTMBAHKE; XYJIUTAHCTBO; COLIMAIIbBHOE OOMKOTUPOBAHUE C TIOMOLIBIO

Pa3IMYHBIX UHTEPHET-CEPBUCOB. OCHOBHBIE COBETHI IO 00PHOE ¢ KUOEPOYIITMHTOM:

1. He Opocaiics B 60ii. JIydiuii cnoco0: MOCOBETOBATHCS Kak ce0s BECTH U,
€CJIM HET TOTO, K KOMY MOXHO O0paTUThCsI, TO BHAYaJIe YCIOKOUThCS. Ecnu
Thl HAYHEIIb OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJICHHUS, TO TOJBKO €IIle
0O0JIbIIIE PA30XIKEIb KOH(MIIUKT;

VYmpasisit cBoeil kubeppernyTaiuei;

3. AHOHMMHOCTH B ceTH MHUMas1. CyIllecTBYIOT CIOCOOBI BBIICHUTD, KTO
CTOWT 3a aHOHHMHBIM aKKayHTOM;

4. He ctout BecTU XyJUTaHCKUWA 00pa3 BUPTyadbHOU Ku3HU. IHTEpHET

(uKCHpYyeT BCE TBOM JIEUCTBUS U COXPAHSIET UX. Y JAJIUTh UX OyJeT KpaiiHe

3aTpyAHUTEIIBHO;

Co0mros1aif cBOIO BUPTYaIbHYIO Y€CTh CMOJIOAY;

Urnopupyii enuHnYHbIN HeratuB. OHOpPa30Bble OCKOPOUTETbHBIE

COOONIEHMS JIy4llle UTHOpUPOBaTh. OOBIYHO arpeccHs MPeKpaIaeTcs Ha

HayaJIbHOM CTaJuH;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMH, B
COLIMAJIbHBIX CETSAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTHPABKU COOOIIECHUI
C OIIPEJENICHHBIX a/IpECOB;

8. Ecnu TeI cBUaETEND KMOEpOyIMHra. TBOM NEHCTBUS: BBICTYIUTh IPOTUB
peciieI0BaTENs], I0KA3aTh €EMY, YTO €r0 JEHCTBUS OLIEHUBAIOTCS
HEraTHBHO, MTOAJIEPXKaTh )KEPTBY, KOTOPOU Hy»KHA IICUXOJOTNYECKas
MOMOIILIb, COOOUIUTH B3POCIBIM O (PAaKTE arpeCCUBHOIO MOBEICHUS B CETH.

no
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MooOuibHbIN TesedoH

CoBpemenHble cMapT(OHBI W IUIAHIIETHI COAEPKAT B ceO€ BIOJIHE B3POCIbIN
(GYHKIIMOHAJ, U TENEPh OHU MOTYT KOHKYPHUPOBATh CO CTAITMOHAPHBIMU KOMITBIOTEPaMHU.
OpmHako, CpeACTB 3aIUTHI AJIs TOJOOHBIX YCTPONCTB IMOKa 0ueHb Majio. TecTupoBaHue u
MOMCK YS3BUMOCTEH B HUX MPOMCXOJNT HE TaK MHTEHCUBHO, Kak js 1K, To ke camoe
KacaeTcsi U MOOWIBHBIX TpuiokeHuil. CoBpeMeHHbIE MOOWIBbHBIC Opay3ephl yke
MPaKTUYECKH JIOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO pacIIupeHre GyHKIIMOHAIA BJIeUET
3a 0001 OOJBIIYIO CIOKHOCTh U MEHBUIYIO 3aIIUIICHHOCTb.

Jlaneko He Bce TPOUZBOAMUTENN BBIMYCKAIOT OOHOBIICHHWS, 3aKPHIBAIOIIHE
KPUTUYECKUE YSI3BUMOCTH IS CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI JJIs 0€30MaCHOCTH MOOMJILHOTO TeliepOoHa: HUUETO HE
SBIISIETCS TIO-HACTOAIIEMY OectiaTHRIM. byib ocToposkeH, Beab Koraa Tebe mpeaiaraoT
OecraTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TIATHBIC YCIYTH;

Hywmaii, pexae uem otnpaButbh SMS, dhoto wimm Buaeo. Tel TOUHO 3HAEIIb, T/IE
OHHU OYIyT B KOHEYHOM UTOTE?

Heo06xoaumMo 0OHOBIISTH ONEPAIMOHHYIO CUCTEMY TBOETO CMapThOHA;



Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JUII MOOMIIBHBIX Telle(hOHOB;

He 3arpyxail NpuiaoKeHHS OT HEU3BECTHOIO HCTOYHHMKA, BEIb OHH MOLYT
coJiepkKaTh

BPEIOHOCHOE MPOTpaMMHOE 00eCTICUCHHUE;

[Tocrne Toro Kax ThI BBIIICIIB C CaiiTa, i€ BBOAMWII JTUYHYIO HHPOPMAIIHUIO, 3ai/11 B
HACTpOIKHN Opay3epa u ynaimm COOKies;

Ilepunonnuecku MpoBepsii, KAKKUE IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOIt HOMep MOOUIIHLHOTO Tesle(pOHA TOIBKO JTFOSIM, KOTOPBIX ThI 3HACIIIH U
KOMY JI0BEpsICIIb;

Bluetooth momxkeH OBITH BBEIKITIOUYEH, KOT/Ia THI UM HE TIoNb3yetnbes. He 3a0biBait
UHOTI1a IpoBepATh 3T0. Online urper

CoBpeMEHHBIE OHJIAHH-UTPBl — 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BIICUCHNUS,
00BEIUHSIONINE COTHH THICAY YEJIOBEK 10 BceMy Mupy. Urpoku nccneayroT TaHHbIA UM
MHUp, OOIIAIOTCS APYr C JAPYrOM, BBIIOJHSIOT 3aJaHUs, CPakaroTCi C MOHCTpaMH W
MOJIy4arOT ONBIT. 3a YJIOBOJBCTBUE OHHU IIATAT: MOKYMAOT JUCK, OIUIAYMBAIOT
a0OHEMEHT WJIM NPUOOPETAOT KAKHE-TO OMILIMH.

Bce atu cpeacTBa uayT Ha NOAAEPKAaHUE U PA3BUTHE UTPBI, @ TAKKE HA CaMy
0€30MacHOCTh: COBEPUIEHCTBYIOTCS CHUCTEMBI aBTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE MATUX
(urdpoBbIe 3aMIaTKH 17151 IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH cepBepoB. B
MOJIOOHBIX UTPaxX CTOUT ONAacaThCsl HE CTOJIBKO CBOUX COMEPHUKOB, CKOJIBKO KPaXKu
TBOET0 MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALIUU OOJIBIIUHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30IACHOCTH TBOEI'0 HTPOBOI0 AKKAYHTA:
1. Ecnu apyroi urpok BeaeT ceds II0X0 WK co3/1aeT Te0e HEMPHUATHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;
[Toxamnyiics aIMAHHCTPATOPAaM UIPhI HA TIOXO€ MOBEAEHUE ITOTO UTPOKa,
KEJIATEIbHO PWIOKUTh KAaKHE-TO TOKA3aTEIbCTBA B BUJIE CKPUHOB;
He yxa3biBail Tnunyo nHGOpMaIio B podaiiie urpsl;
YBakail Apyrux y4aCTHUKOB I10 UTPE;
He ycranaBnuBaii HeopuuanbHble aTYU U MOJIbI;
Hcnonb3yl CII0)KHBIE U pa3HbIE IAPOJIH;
Jlaxe BO BpeMsl UTPbI HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [I0Ka ThI Urpaemip,
TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.

N

No ko

@OUIIUHT WIN KPaKa JUYHBIX JAHHBIX

OOBIUHOM KpaXkel JCHET U JTJOKYMEHTOB CETOIHS YK€ HUKOTO HE YAUBHIIH, HO C
pa3BUTHEM HMHTEPHET-TEXHOJIOTHHA 3JOYMBINIUICHHUKH TIEPEMECTHIINCh B WHTEPHET, U
MIPOIOJIKAIOT 3aHUMAThCS " TIOOMMBIM" JICIIOM.

Tak mosiBUIIach HOBAsl yrpo3a: MHTEPHET-MOIIEHHUYCSCTBA WM (DUIIIMHT, TJIaBHAS
IeJIb KOTOPOTO COCTOUT B TIOJyYE€HUHN KOH(PHUICHIIMATBHBIX TaHHBIX TOJIb30BaTENCH
-I0ruHOB M naposieit. Ha anrnmiickom s3bike phishing uuraercs kak ¢ummunr (ot fishing
- peIOHas JTOBJIs, PasSWord - mapoJib). OCHOBHBIE COBETHI 110 OOPHOE ¢ (DUITMHIOM:



1. Cnenu 3a cBouM akkayHTOM. Eciu Tbl IOJ103peBaeliib, 4TO TBOS aHKETA
ObLy1a B37I0MaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOILTUTH
aZIMMHHCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpEE;

2. Wcnonw3yit 6e30macHbie BeO-CalThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
MOMCKOBBIX CHCTEM;

3. Hcnonb3yit cnoxHbIe U pa3Hble mapoiu. Takum 06pazom, ecnu Te0s
B3JIOMAIOT, TO 3JI0yMBIIJIEHHUKU NOJy4aT JOCTYI TOJIBKO K OJTHOMY
TBOEMY IPO(DUIIIO B CETH, @ HE KO BCEM;

4. Ecnu Te0s B31OMau, TO HEOOXOAUMO MPEAYIIPEAUTH BCEX CBOUX

3HAaKOMBIX, KOTOpbIE J00aBJIEHbI Y TEOS B IPY3bsIX, O TOM, YTO TEOs

B3JIOMAJIU ¥, BO3MOXHO, OT TBOETO UMEHHU OYET pacchliaThbCsl CliaM U

CCBUJIKM Ha (PUILIMHTOBBIE CAWTHI;

YcranoBu HagexHbli napodib (PIN) Ha MoOMIBHBINM TenedoH;

OTkir04M coXpaHeHHe apoJs B Opaysepe;

7. He oTkpseiBail ¢aiiiibl U ApyrHe BIOKEHUS B MUCbMaX, JaKe €CIIU OHU
MPHILIIA OT TBOUX Jpy3ei. Jlydiile yTouHM y HUX, OTIPABIISIIN JIU OHU TebOe
3T (hailibL.

o o,

Hu¢posas penyrauus

[udposas penyraiust — 3TO HEraTUBHAS WIK MO3UTUBHAS HH(GOPMAIIHS B CETH O
tebe. Kommpomerupyromas wuHdopmaiusi, pa3MelleHHas B HWHTEPHETE, MOXKET
CEPBhE3HBIM 00Pa30M OTPA3UTHCA HA TBOEH peanbHOM ku3HU. "[ludposas penyranus" —
ATO TBOW MMUJIK, KOTOPBIH (popmupyercs u3 undopmaiuu o tedbe B HHTEpHETE. TBOE
MECTO KHUTEJIbCTBA, YueObl, TBOC (PMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTU XapakTepa U
paccka3pl O OJM3KMX - BCE OTO HAaKalUIMBAaeTcs B CETU. MHOrue MOAPOCTKU
JIETKOMBICIIEHHO OTHOCSATCSA K MyOJuKanuu JTu9HOW wHpopmanmu B MHTEpHETE, HE
MMOHUMAasi BO3MOJKHBIX TIOCIEACTBUN. ThI Jake HE CMOXKEIIb JOTanaThCs O TOM, YTO
dbortorpadusi, pasmenieHHas S JIeT Ha3ajl, CTajla MPUUYMHOM OTKa3a MPUHATH TeOS Ha
paoory.

KommenTapuu, pa3menienre TBoux Qororpaduili u apyrue ASMCTBUS MOTYT HE
HCUYE3HYTh JaXKe TMOCJEe TOTO, KaK Thl UX yAalIHIlb. Thl HE 3HACIIb, KTO COXPAHUI ATy
uH(popMaIuio, omnasa Jii OHa B IOMCKOBBIE CUCTEMbBI U COXPAHWIIACH JIM OHA, a TJIABHOE:
YTO MOAYMAIOT O TeOE OKpYKAIOIIUE JIOAM, KOTOPhIE HAWMIYT W yBUAST 3TOo. Haiitu
WH()OPMAITUIO MHOTO JIET CITYCTS CMOYXET JIFOOOH - KaK U3 JOOPBIX OOYKICHHM, TaK U C
HaMEpEeHUEM TMPUUYMHUTH BpeJ. DTO MOXET OBITh KTO yrogHo. OCHOBHBIE COBETHI IO
3amuTe MudPOBON permyTamuu:

1. Tlomymaii, mpexe 4eM 4To-TO MyOJIMKOBATh U MepeaBath y cedst B 6ore
WJINA B COIIMAILHOM CETH,
2. B Hacrpoiikax mpoduis yCTaHOBH OTPpaHMYEHHUS Ha IMPOCMOTP TBOETO
poduIs U ero COAEPKUMOTO0, Ceal ero ToabKo "mist npy3en”;
3. He pa3smemaii u He yka3biBail HHPOpMALIKMIO, KOTOPAsi MOXET KOTO-T100
OCKOPOJISITh UM OOMKATh.
ABTOpPCKO€E IIPaBo



CoBpeMeHHbIE MKOJIBHUKH - AKTUBHBIE MOJIb30BATEIHN LIM(PPOBOTO MPOCTPAHCTBA.
OpHako Janeko He BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOXKHOCTSIMH LIU(PPOBOTO
Mupa TpeOyeT cOONIOJeHUS MpaB Ha MHTEUIEKTYaJIbHYIO COOCTBEHHOCTh. TepMuH
"MHTEJUIEeKTyallbHass  COOCTBEHHOCTh'  OTHOCHUTCS K  pa3JIMYHBIM  TBOPEHHSIM
YeJI0BEYECKOr0 yMa, HauWHasg C HOBBIX M300pPETEHHH M 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTb Ha MPOAYKTHI WU YCIHyTd, M 3aKaH4YMBas KHUTaMu, ¢oTtorpadusmu,
KHHO(QUIBMAMU U MY3bIKaJIbHBIMU IIPOU3BEACHUSIMH.

ABTOpCKHME TpaBa — 3TO IpaBa Ha MHTEJUIEKTYalbHYIO COOCTBEHHOCTh Ha
POU3BEACHUS HAyKH, JIUTEPATypbl M HMCKYyCCTBAa. ABTOPCKHE IIpaBa BBICTYNAKOT B
KayeCTBE TapaHTHUHM TOTO, YTO MHTEJJIEKTYaJbHBIA/TBOPUECKUN TPy aBTOpa He OyneT
HaIpacHbIM, JacT EMy CIIpaBEeJIMBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yJIbTaTax CBOETO
TpyZa, HOJYyYUTh U3BECTHOCTh U Mpu3HaHue. HukTo 0e3 pa3perieHust aBTopa HE MOKET
BOCITPOU3BOANTH €r0 MPOU3BENCHUE, PACIPOCTPAHSITH, MyOJIUYHO JIEMOHCTPUPOBATH,
poJlaBaTb, HWMIIOPTHUPOBATh, IyCKaTb B  MPOKAaT, MyOJMYHO  HMCHOJHATb,
MOKa3bIBaTh/UCHIOJHATh B 3¢upe wiau pasMewats B HMuTepnere. lcnonb3oBaHue
"MupaTcKoro" MporpaMMHOro OOECIIEUEHUsS MOKET NMPUBECTH K MHOTUM PHUCKaM: OT
MOTEpPU JAHHBIX K TBOMM aKKayHTaM [0 OJIOKMPOBKM TBOErO YCTpOWCTBa, TJi€
YCTaHOBJICHA HeJerajibHasi nmporpamMma. He cTouTt Takke 3a0bIBaTh, YTO CYIIECTBYIOT
JerajibHble U O€CIUIaTHBIE MPOrPaMMBbl, KOTOPbIE MOYKHO HAWTH B CETH.

O noprane

CeteBUuOK.p( - TBOI TIJIaBHBIA COBETUYMK B CETH. 37€Ch Thl MOXEIb y3HATh O
0€30MacHOCTH B CETU TMOHATHBIM M JOCTYMHBIM SI3BIKOM, a TIPH BO3HUKHOBEHUU
KPUTUYECKOW CHUTyallMl OOpaTHTHhCS 3a COBETOM. A TakXe NPHUHATh ydYacThe B
KOHKYpCax M CTaTh CaMbIM ITU(POBBIM IPaskIaHUHOM!



